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Security FAQ

StylusAP Security: Frequently Asked Questions

According to an early August 2007 Gartner repodrlgwide total software
revenue for Software-as-a-Service (SaaS) withiretiterprise software mar-
kets is projected to surpass $5.1 billion in 2@G0Z1 percent increase from
2006 revenue. “SaaS adoption is highest in applicathat support simplified,
common business processes or large, distributadhlivorkforce teams,”
Sharon Mertz, research director at Gartner, s&dsé of use, rapid deploy-
ment, limited upfront investment in capital andfatg plus a reduction in soft-
ware management responsibility all make SaaS aatisialternative to many
on-premises solutions, and they will continue toascdrivers of growth.”

SaaS enables StylusAP engineers to build additsew@lrity at points within
our solution where typical on-premises enterpri@ent management (ECM)
products cannot. The definition of SaaS — purpask-¥Web technology —
implies modularity. Because auditing and securimglsmodules is the corner-
stone of many security architectures, our SaaS hpodeides customers with
additional security benefits beyond the limits afgnhtraditional applications.

Through the use of SaaS, the StylusAP solutionoigeragile and better
prepared to respond to new security requiremengtpmer demands and
changes. Our SaaS model is built upon industrydstahtools, protocols and
frameworks — such as Microsoft .NET — that continide variety of pre-
existing security enhancements such as Secure Samker (SSL), two-factor
authentication and strong access control. We |lgeermbrace and extend
these existing security technologies to our custentieereby dramatically
increasing the overall security of our solution.

Security is always a concern when handling confideand proprietary docu-
ments. At StylusAP, we take your data’s security weriously by investing a
large amount of resources into a proactive sectratpework that ensures we
always maintain the highest levels of securityyiour data.

StylusAP addresses security concerns using a mé&tiewn as “defense in
depth.” We look at each area of our solution, oition and people to see
where security controls can reduce the risk oftamg@l data breach. To guar-
antee that we meet industry-standard best practicefollow a structured
security program modeled after ISO 27002 and Cb@tbjectives for Informa-
tion and Related Technology (CoBIT), two universaturity frameworks.
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Our effective data security framework aids StylusAP
building and maintaining specific targeted secucimtrols
within our core solution, data centers and intepnat
cesses. Data availability, integrity and confidalityf are top
priorities.

We use many controls to protect our customers’.data
Specifically, StylusAP employs an advanced access
control framework built into the core solution tlesiables
secure authentication, records logs of user agtantd al-
lows administrators to control which users haveeasto
highly sensitive documents.

Once your data resides in our secure data center,
StylusAP has a documented disaster recovery plan
that includes redundant and failover servers, rewtad
switches. Only select employees have access tiathe
center. Our inter nal security program contains m@fnen-
sive policies and procedures that ensure only thise
need access to production systems are grantedsdoces
a limited period of time.

Limiting who has access to the system dramaticaly
duces the chance of an unauthorized party accessimng
fidential customer data. StylusAP’s IT staff follewa best
practices system-hardening process to strengthren ou
core systems and network devices from potentiatkst

We provide detailed information about our secypibjicies
and processes to customers who sign a non-diselosur
agreement (NDA).

Customers cannot add additional controls to owressy
systems and equipment; however, additional serlikes
encryption are available for a reasonable fee. fémo
assist customers as they search for additionataerto
add to their own data networks.

Adding additional controls to customers’ networksl a
systems will further reduce risk. We recommend #flat
of our customers implement an IT security program t
protect their data once it leaves StylusAP.

We use an industry-standard authentication framlewor
and SSL encryption to ensure that anyone download-
ing documents from StylusAP is properly authentidat
and that the download cannot be intercepted dtineg
transfer.

Many SaaS architectures — StylusAP included — Vollo
the multi-tenant data model that uses a common data
store with virtual partitions of the data. Enhansedurity
controls ensure that customers’ data never mixes.

During threat-modeling exercises, we ensure thatons-
tomer cannot access a different customer’s dabagjfr a
variety of detection controls as well as aggresgasmnis-
sion and access control lists installed and cordigjon
our servers located in our secure data centerusstia
developers follow similar guidelines when addregsin
areas of our solution in which customer data i®ssed,
presented or modified.

Yes, any customer who has signed an NDA may request
audit results. We currently use a third-party verido
perform an annual penetration test to check tiemgth
of our solution from an external attack.

Yes we will, depending upon the customer and ty@zio
dit. However, we always limit access to areas ¢batain
confidential customer information.
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We have adopted ISO 27002 and CoBIT as the two lead
ing standards frameworks. We also use the IT ltrfras
ture Library (ITIL) to measure our effectivenessrireting
the objectives within each framework.

We do not publicly disclose information regarding<
tomer contracts.

Even though we dedicate numerous resources torigeepi
customer data secure, security is performed asia be
effort level.

Contractually, we rarely enter into an agreemerdreh
StylusAP guarantees confidentiality or integrityacfus-
tomer’s data; however, customers are welcome toestq
additional conditions to the StylusAP Security BRb&or
consideration.

Yes, we provide a service level agreement for tlad-a
ability of customers’ data. We invest heavily withuur
Information Technology Security programs to enshees
confidentiality and integrity of our customers’ dabut we
do not offer various levels of protection for difat cus-
tomers. All customers receive the highest levelaffiden-
tiality and data integrity protection we can offer.

StylusAP provides various levels of disaster recpve
options throughout our architecture and infrastrect
components. Disaster recovery is provided seamléss|

the customer from failover data center facilite®ffsite
backups.

Customers can review log-in and log-out times efrths-
ers in addition to users’ activity history. Theseards pro-
vide customers with essential data for incidenpoese or
investigations when an unauthorized individual asee a
user’'s account.

We do not outsource critical development and sugpor
outside firms. External vendors perform audits.

We perform an annual application assessment against
entire solution suite. We also use third-party gectirms
to educate our developers, IT staff and executibesit
upcoming security threats and trends.
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All development includes threat modeling and riskesssments for all areas of our solution thatantexith customer
accounts or data.

We have a solution paper that customers can view sifjning an NDA. The solution paper covers thgous pro-
cesses and technologies they can deploy to helpgbiteir information. We can also offer consugjtgervices under a
normal statement of work.

StylusAP provides a service to our customers whaire backups of both the original customer documas well as
the metadata associated with those documents.

We can deliver a backup of your data as it is us&tylusAP to your location of choice in a variefyformats such
as tape backup, optical storage or disk depending gize of the data. This service is providedhfazasonable fee.
Standard customer agreements are available.



